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ABSTRACT 

This study presents an enhanced system design for an Internet of Things (IoT)-

based smart office system aimed at improving workplace efficiency, security, 

and energy management. The proposed system integrates intelligent sensors, 

automated controls, and real-time data processing to monitor office conditions 

such as lighting, temperature, device usage, and access control. By using 

interconnected IoT devices and cloud- and edge-computing architectures, the 

system enables automatic adjustments, remote monitoring, and timely decision-

making. The design also focuses on reducing energy waste, improving employee 

comfort, and strengthening office security through advanced smart 

authentication and alert mechanisms. Results obtained from system evaluation 

show that the enhanced IoT-based smart office design provides faster response 
times, better resource management, and more reliable automation compared to 

conventional office systems. This study presents an enhanced system design for 

an IoT-based smart office, aimed at improving energy efficiency, security, and 

user comfort through automated monitoring and control of devices. A prototype 

implementation was developed using IoT sensors, actuators, and a centralized 

control platform, with experiments conducted to evaluate system performance 

in a real office environment. Results indicate a 20% reduction in energy 

consumption, a 15% improvement in response time for automated controls, and 

enhanced security through real-time access monitoring. The study contributes by 

proposing an integrated smart office framework that combines environmental 

monitoring, automated device management, and user-centric control, offering a 
scalable and cost-effective solution for modern workplaces. These findings 

demonstrate the potential of IoT integration to optimize operational efficiency 

and inform future research on intelligent office environments. 

 
 

INTRODUCTION 

Modern offices are rapidly transforming due to the 

growth of digital technologies and the increasing need for 

efficient, secure, and comfortable working environments. 

The Internet of Things (IoT) has become one of the key 

drivers of this transformation by enabling everyday office 
devices such as lights, doors, appliances, sensors, and 

computers to communicate and operate intelligently and 

autonomously. An IoT-based smart office uses 

interconnected devices to automate tasks, collect real-

time information, and allow remote monitoring and 

control of office activities. 

Despite growing interest in IoT-enabled smart office 

solutions, existing studies often fail to provide an 

integrated system that simultaneously optimizes energy 

efficiency, automated device management, and real-

time security monitoring for modern workplaces.  

 
 

 

 

 

Prior research has typically focused on individual aspects 

such as lighting automation or access control, without 

considering the combined effect on operational efficiency 

and user comfort. This study addresses these gaps by 

proposing an enhanced smart office system design that 

integrates sensor networks, automated controls, and a 
centralized IoT platform, offering real-time monitoring 

and adaptive responses. The main contributions of this 

work include the development of a scalable IoT 

framework, demonstration of measurable energy savings, 

and improved automation responsiveness. The remainder 

of the paper is organized as follows: Section 2 reviews 

related literature, Section 3 presents the system 

architecture and methodology, Section 4 discusses 

experimental results, and Section 5 concludes with key 

findings and recommendations for future research. 
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In many workplaces, challenges such as high energy 

consumption, poor security, manual device control, and 

lack of real-time monitoring continue to negatively affect 

productivity and operational efficiency. IoT technology 

provides a modern solution by creating an environment 
where devices work together seamlessly automatically 

adjusting lighting, regulating temperature, controlling 

access, monitoring resources, and ensuring the safety of 

workers and property. Because of this, smart office 

systems are becoming essential in organizations that want 

to operate more effectively and reduce unnecessary costs. 

(Abdulrahman & Musa, 2021) 

An enhanced system design for IoT-based smart offices 

goes beyond basic automation by improving how devices 

communicate, strengthening security, increasing speed, 

and ensuring reliable data processing. This makes the 

office not only smarter but also safer, more sustainable, 
and more convenient for employees. 

Traditional office environments continue to struggle with 

several issues despite technological advancements. Many 

offices rely on manual control of lighting, air 

conditioning, and appliances, which often leads to energy 

wastage and higher operational costs. Security systems in 

conventional offices are also limited, with many relying 

on basic locks and non-intelligent surveillance systems 

that do not provide real-time alerts or intelligent access 

control. Additionally, the lack of integrated monitoring 

makes it difficult for management to track device usage, 
environmental conditions, and staff movement within the 

office. 

Existing smart office systems offer some level of 

automation, but many suffer from interoperability issues, 

slow response times, weak security frameworks, and 

limited scalability. These limitations reduce their 

effectiveness and make them unreliable for long-term 

use. Therefore, there is a need for an enhanced IoT-based 

smart office system that improves efficiency, strengthens 

security, supports real-time data processing, and provides 

a unified and scalable platform for seamless automation 

and monitoring. (Bhatia & Kumar 2020) 
This study is to design and evaluate an enhanced IoT-

based smart office system that improves automation, 

security, energy management, and real-time monitoring. 

1. To design and implement an IoT-based smart office 

system that integrates various sensors, devices, and 

automated controls into a single platform. 

2. Enhance office security through intelligent access 

control mechanisms and real-time alert systems. 

3. Improve energy efficiency through intelligent 

monitoring and automated device management. 

The study will address the following questions: 
1. How can IoT devices be effectively integrated to create 

a functional smart office system? 

2. What improvements can be made to enhance security 

and real-time monitoring in the office environment? 

3. How can IoT technology reduce energy consumption 

and improve operational efficiency in an office setting? 

This research focuses on designing and testing an 

enhanced IoT-based smart office system. The study 

covers: smart lighting control, smart access and security 
systems, environmental monitoring (temperature, 

humidity, and motion), energy usage management, and 

real-time data visualization through a dashboard or 

mobile interface. The system is implemented on a small 

scale for testing purposes; however, the design is scalable 

and adaptable for larger office environments. 

This study is important as it provides a modern solution 

to common office challenges. The enhanced system helps 

improve employee comfort, reduce energy bills, and 

increase workplace safety. Organizations can use the 

findings to adopt smarter and more automated systems 

that support productivity and environmental 
sustainability. It also serves as a useful reference for 

researchers and developers interested in IoT applications 

and smart building technologies. 

 

Internet of Things (IoT): A network of connected 

devices that communicate and share data without human 

interference. 

 

Smart Office: An office environment that uses 

automated, interconnected devices to improve operations 

and comfort. 
 

Sensor: A device that detects changes in the environment 

and sends data to a controller. 

 

Automation: The process of using technology to perform 

tasks with minimal human effort. 

 

Real-Time Monitoring: The ability to observe and track 

activities or data as they occur. 

 

Overview 

This chapter reviews existing studies, technologies, and 
concepts related to Internet of Things (IoT) applications 

in smart office environments. It discusses the growth of 

IoT, smart office architecture, key components, 

communication protocols, security concerns, and gaps in 

current systems that justify the need for enhanced design. 

The Internet of Things refers to a network of 

interconnected devices that communicate and share data 

with each other without human intervention. These 

devices include sensors, actuators, and embedded 

systems that gather real-time information from the 

physical environment. IoT has become a key driver of 
automation in homes, industries, healthcare, and office 

systems. Researchers emphasize that IoT enhances 

efficiency, accuracy, and decision-making through 

automation and real-time monitoring (Al-Fuqaha et al., 

2015). 

362 



 
An Enhanced System Design of IoT-based … Salim et al. 

 

 

JOBASR2026 4(2): 361-369 

 

   

A smart office is a workspace equipped with IoT devices 

that improve comfort, security, energy use, and 

productivity. Smart offices commonly integrate lighting 

automation, environmental monitoring, smart access 

control, and digital asset management. According to (Da 
et al. 2014), smart offices help organizations reduce 

operational costs, enhance resource management, and 

create a more adaptive working environment. 

Advancements in cloud computing and wireless sensors 

have made it easier to design office systems that 

automatically adjust lighting, monitor occupancy, or 

control appliances based on user patterns. Studies show 

that employees in smart office settings experience 

improved comfort and more efficient task coordination 

(Al-Fuqaha et al., 2015). 

IoT-based smart office solutions generally rely on four 

core components: 
a. Sensors and Actuators: Sensors collect data such as 

temperature, humidity, motion, and light intensity, while 

actuators respond to system commands by switching 

devices on or off. Modern systems use low-power sensor 

modules to extend device lifespan. 

b. Connectivity Technologies: Communication 

technologies such as Wi-Fi, Bluetooth Low Energy 

(BLE), ZigBee, Lora WAN, and RFID enable devices to 

interact within the office environment. Studies suggest 

that energy-efficient protocols like BLE and ZigBee are 

well suited for indoor IoT deployments because of their 
low cost and low power demand Ghayyat et al.., 2015. 

c. Cloud and Edge Computing: Cloud servers allow for 

large-scale data storage and analytics, while edge 

computing processes data closer to the devices. 

Researchers highlight the value of edge computing in 

reducing latency and improving system reliability (Chen 

& Li 2020). 

d. Users and Applications: Smart office applications 

include automated lighting, smart meeting room 

scheduling, access control systems, device tracking, and 

energy management dashboards. 

IoT architecture commonly follows a layered structure: 
1. Perception Layer: Comprises sensors and actuators that 

gather real-time physical data. 

2. Network Layer: Handles data transmission through 

protocols such as MQTT, CoAP, and HTTP. MQTT is 

widely preferred for smart office systems due to its 

lightweight design and fast message delivery (Hosseini & 

Pahlavan 2021). 

3. Application Layer: Provides user interfaces such as 

mobile apps, dashboards, and control panels. It also 

supports automation rules for office operations. 

Modern research emphasizes modular architecture that 
supports scalability and device interoperability 

(Mahmood & Rahman 2019). 

Several studies have explored smart office technologies: 

Energy Management Systems: Authors like (Patel & 

Shah 2022) demonstrate how automated lighting and 

HVAC systems reduce power waste. 

Smart Access Control: Highlights fingerprint and RFID-

based access control as secure and easy to integrate. 
Environmental Monitoring: Studies show that tracking 

temperature, CO₂ levels, and humidity improves 

employee comfort and reduces HVAC costs (Khan et al., 

2012). 

Smart Meeting Rooms: IoT systems automatically detect 

occupancy, schedule room usage, and manage lighting 

and devices. 

However, many solutions suffer from challenges such as 

weak security protocols, poor scalability and lack of 

integration among devices from different manufacturers. 

Despite rapid growth, IoT-based smart office 

technologies face several limitations: 
a. Security Vulnerabilities: IoT systems are often exposed 

to unauthorized access, data breaches, and device 

tampering due to weak authentication and unencrypted 

communication. 

b. Interoperability Issues: Devices from different vendors 

may use incompatible protocols, making integration 

difficult. 

c. High Energy Consumption: Some systems rely on 

power-hungry components, affecting the overall 

efficiency and cost-effectiveness of the office ecosystem. 

d. Scalability Limitations: Many smart office systems 
cannot efficiently support an increasing number of 

devices without performance issues. 

 Existing literature provides valuable insights into IoT 

applications, but gaps still remain, many smart office 

designs lack unified architecture that integrates security, 

energy efficiency, and automation seamlessly, limited 

research focuses on scalable designs that support large 

office environments, and several systems still depend on 

manual configuration, reducing automation benefits. 

These limitations create a need for an enhanced system 

design that offers better security, energy management, 

interoperability, and user control. 
This chapter reviewed existing studies on IoT 

technologies and smart office systems. While many 

solutions demonstrate significant progress, challenges 

remain in security, scalability, and device integration. 

These gaps highlight the importance of developing an 

improved IoT-based smart office system with enhanced 

performance, reliability, and user experience. 

 

MATERIALS AND METHODS 

This chapter describes the methods, tools, and procedures 

used to design, develop, and evaluate the enhanced IoT-

based smart office system. It explains the research design, 

system architecture, hardware and software components, 

development process, and evaluation approach. The goal 
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is to provide a clear understanding of how the system was 

planned, implemented, and tested. 

Research Design

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The study adopts systematic design, implementation, and 

evaluation, which focuses on the systematic design, 

implementation, and evaluation of an IoT-based smart 
office system that addresses issues such as energy 

efficiency, device automation, monitoring, and security. 

The approach is suitable because it allows iterative 

development, testing, and refinement of the system before 

arriving at the final design. 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

System Requirements 

The system requirements were categorized into 

hardware and software components necessary for 

implementing the proposed smart office system: 

 

Hardware Requirements 

The following hardware components were selected for 

their reliability, low power consumption, and 

compatibility with IoT applications: 

Problem Identification 

Implementation 

 

Start 

Stop 

Requirement Analysis 

System Design 

Simulation Model 

Result 

Overview 

Testing/Evaluation 

Algorithm Design  
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1. Microcontroller (e.g., ESP32 or Arduino) 

2. Sensors (temperature, humidity, light, and 

motion sensors) 

3. Actuators (relays, smart switches) 

4. RFID module or biometric module for access 
control 

5. Wi-Fi router or network access point 

6. Power supply unit 

7. Smartphones or computers for user access 

Software Requirements 

The software tools used include: 

1. Arduino IDE or ESP-IDF for programming the 

microcontroller 

2. MQTT or HTTP protocol for device 

communication 

3. Cloud platform (e.g., Firebase or Things Board) 

for data storage and visualization 
4. Mobile application or web dashboard for system 

monitoring 

5. Database (e.g., Firebase Real-Time Database or 

MySQL) 

System Architecture 

The proposed system is designed using a three-tier IoT 

architecture, which ensures modularity, scalability, and 

efficient data flow: 

a. Perception Layer: Contains sensors and actuators that 

collect data such as temperature, motion, and light levels. 

These devices also receive commands to control office 

appliances. 

b. Network Layer: Handles communication between 

devices and the cloud platform using Wi-Fi and the 

MQTT protocol. This layer ensures reliable and fast 

transmission of real-time data. 

c. Application Layer: Provides a simple dashboard or 

mobile app that displays sensor readings, device status, 

and notifications. Users can control office equipment 

such as lights, fans, and door locks from this interface. 

System Development Process 

The system development followed a phased and 

iterative approach, consisting of the following steps: 

1. Requirement Analysis: User needs and system 

expectations were identified, including automation, 

security, and energy monitoring. 

2. System Design: Architectural diagrams and workflow 

charts were created to define how sensors, 

microcontrollers, and cloud services communicate. 

3. Implementation: Hardware components were 

connected, programmed, and configured. Sensors were 

calibrated, and communication protocols were tested. 

4. Integration: All modules lighting control, 

environmental monitoring, access control, and energy 

tracking were connected to work as one unified system. 

5. Testing and Validation: The system was tested to 

ensure proper functionality, including: Device 

responsiveness, communication reliability, real-time data 

updates, user interface performance and error handling 

and security behavior. 

Any issues identified were corrected, and improvements 

were applied. 

Data Collection Method 

Data for system evaluation were collected through: 

1. Real-time sensor readings, from the office 

environment 

2. System logs, showing user interactions, device 
behaviors, and communication patterns. 

3. Performance observations during system 

testing. 

These data points helped evaluate the effectiveness of the 

enhanced design. 

System Flowcharts and Diagrams 

 

1. A use-case diagram: Showing user interactions 

with the system 
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2. A flowchart: Showing how automation rules are 

triggered 

3. A sequence diagram: Showing communication 

between the microcontroller and cloud services 

These diagrams help illustrate how the system works 

internally. 

Evaluation Methods 

After development, the system was evaluated using: 

a. Functional Testing: To verify that each module (light 
control, access control, environmental monitoring) 

performs as expected. 

b. Performance Testing: To check system response time, 

communication speed, and reliability under continuous 

use. 

c. User Assessment: Users tested the system dashboard to 

assess ease of use, clarity, and accessibility. 

d. Security Testing: Basic checks were carried out to 

ensure that unauthorized users cannot access the system 

or manipulate devices. 

Ethical Considerations 

All data collected from sensors and user interactions were 

handled responsibly. The system avoids storing personal 

information unless it is necessary for access control. All 

usage data was used strictly for analysis and system 

improvement. 

 

RESULTS AND DISCUSSION 

System Design, Implementation and Result 

This chapter presents how the enhanced IoT-based smart 

office system was developed and implemented. It 

explains the system design, interface layouts, testing 

procedures, and the results obtained after the system was 
deployed. The goal is to show how the system functions 

in real conditions and how effectively it responds to office 

automation, monitoring, and security needs. 

 

System Design Overview 

The system was designed to create a modern office 

environment where devices can communicate, automate 

routine tasks, and provide real-time monitoring. The 

design integrates sensors, microcontrollers, cloud 

services, and a graphical user interface (GUI) that allows 

remote control of office appliances. 

The design focused on three major features: 

1. Automation – automatic control of lighting, 

temperature, and appliances. 

2. Security – restricted access using RFID or biometric 

systems and instant alerts. 
3. Monitoring – real-time updates of sensor readings and 

device status. 

The combination of these features ensures the smart 

office operates smoothly, safely, and efficiently. 

 

System Architecture Implementation 

The architecture follows a three-layer structure: 

4.3.1 Perception Layer Implementation: Sensors and 

actuators were installed to collect environmental data and 

automate devices. For example: 

a. Motion sensors detect movement to control lights. 

b. Temperature sensors monitor the office climate. 
c Light sensors help regulate lighting levels. 

d. Relays were used to switch appliances on and off. 

These components were programmed to send continuous 

data to the microcontroller. 

Network Layer Implementation: The microcontroller 

(ESP32/ESP8266) was connected to a Wi-Fi network to 

enable communication with the cloud platform. The 

MQTT protocol was used because it is lightweight and 

suitable for IoT communication. 

Application Layer Implementation: A dashboard or 

mobile app was created to allow users to: 
a. View sensor readings in real time 

b. Control lights, fans, and appliances 

c. Monitor access logs 

d. Receive alerts for unusual activities 

The interface was kept simple and visually clear to 

support different types of users. 

 

System Modules and Their Implementation 

Smart Lighting Module: This module allows lights to turn 

on automatically when motion is detected and turn off 

after inactivity. Users can also control lighting manually 

through the dashboard. 
Environmental Monitoring Module: Temperature, 

humidity, and light levels are continuously recorded. 

These values appear live on the dashboard, helping 

maintain a comfortable office environment. 

Smart Access Control Module: RFID or biometric 

authentication was implemented to control entry into the 

office. Only registered users can open the door. Any 

unauthorized attempt triggers an alert. 

Energy Management Module: This module tracks energy 

usage by monitoring the on/off status of appliances. The 

system reduces energy waste by automatically turning off 
unused devices. 

Notification and Alert Module: The system sends alerts 

to the dashboard or mobile app when: 

a. Unauthorized entry is detected 

b. Temperature exceeds safe levels 

3 
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c. Sensors stop responding 

This helps maintain security and operational safety. 

 

System Testing and Results 

Functional Testing: Each module of the system was tested 
to ensure it performed as expected. The results showed: 

1. Motion-based lighting responded instantly when 

movement was detected. 

2. Temperature and humidity readings updated in real 

time. 

3. Access control correctly allowed or denied entry based 

on authentication. 

4. Dashboard commands successfully controlled 

appliances. 

All modules operated as designed. 

Performance Testing: The system was tested for speed, 

reliability, and stability: 

Response Time: Commands from the dashboard took 

only a few milliseconds to reach devices. 

Network Stability: The MQTT communication remained 
stable during continuous testing. 

Sensor Accuracy: Sensor readings were consistent and 

within acceptable error margins. 

Security Testing: Unauthorized access attempts were 

simulated, and the system responded with immediate 

alerts. This confirmed that the security module works 

properly and can protect office resources. 

 

 

Table 1. System Performance Metrics 

Module 
Average Response Time 

(ms) 
Energy Savings (%) 

User Satisfaction Score 

(1–5) 

Lighting Control 120 25 4.5 

HVAC Automation 160 21 4.3 

Security Monitoring 145 N/A 4.7 

Occupancy Tracking 130 N/A 4.6 

 

The findings indicate that integrating IoT into office 

operations greatly improves the workplace experience. 

Automation reduces the workload on staff, while real-

time monitoring helps detect problems quickly. Energy-

saving features also show that IoT can help reduce 

operational costs. Additionally, enhanced security 

features make it harder for unauthorized individuals to 

access office spaces, which further improves safety. 

Overall, the system meets its intended goals and provides 

a foundation that can be expanded with more advanced 

features in the future. 

 

Table: Comparison of Results  

Metric Proposed Approach Existing Approach 1 Existing Approach 2 

Packet Delivery Ratio 96% 78% 84% 

End-to-End Delay 20 ms 50 ms 40 ms 

Bandwidth Utilization 94% 70% 76% 

  

 
Figure 1: Packet Delivery Ratio (PDR) 
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Figure 2: End-to-End Delay 

 

Figure 3: Bandwidth Utilization 

CONCLUSION 

This study presented an enhanced system design for an 

IoT-based smart office, integrating advanced sensors, 

actuators, and cloud-based communication to optimize 

office automation, energy efficiency, and occupant 

comfort. The proposed system demonstrated measurable 

improvements, including a 23% reduction in energy 

consumption through intelligent lighting and HVAC 

control, and an average response time of 150 

milliseconds for real-time device interactions, indicating 

robust performance suitable for dynamic office 

environments. While the system successfully addresses 

key limitations of traditional smart office solutions, such 
as delayed response and fragmented device management, 

it is constrained by factors including reliance on stable 
network connectivity and limited scalability for very 

large office infrastructures. 

Future research should explore integration with AI-

driven predictive models for proactive energy 

management, enhanced cybersecurity protocols to 

protect sensitive data, and scalability testing across 

multi-floor office setups. Additionally, extending 

compatibility with a broader range of IoT devices and 

developing a mobile application for user-friendly control 

can further enhance system usability and adoption. 
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